The Importance of Privacy in Education

EGUCHI Satoshi
eguchi@kyoto-wu.ac.jp
Kyoto Women’s University

FINE2001

Rihga Royal Hotel Hiroshima
Feb. 27, 2001

Abstract students’ personal information to outside schools. May
we use the names and photos of our students? Can we
In this presentation, | will explore the problem that sushow our students’ work on the web with their name?
prisingly doesn’'t seem to be discussed enough in Jap@Re resulting guidelines for elementary and secondary
that is, the protection of studentgrivacy within schools, schools generally tell us to restrict rather severely teachers
esp. of small or middle scale. 11 think now we are igending the information to the public by e-mails and web
undisirable situation, and feel | have to call attention {sages, and even restrict the students’ use of the e-mail and
it. web, or give prescription that students should show their
e-mails to teachers before they send them to outside peo-
ple.
The records of lectures and the interviews compiled by
... FINE Hiroshima give us a vivid image of expectation and
As you know,. one O_f thg ends of the F,INE project is tggony of the teachers in elementary, secondary and higher
f':\dv_ocate eth.|cal g_wdglmes for compuu.ng anq NEtWOrky \cation who are engaged in introducing the net to their
ing in educational institutés Thanks to discussions hel chools. The teachers generally have understood the use-
in many places, we can safely Say that Japanesg teaCRRRss of education of the net, but, many also feel uneasy
who teach computer literacy and information ethics ha}ﬁ%out letting students use e-mail since they may not be
;hared vague undersf[anding on the importance of Protetiure enough to communicate with the general popula-
ing personal qurmaﬂon of.students. . . tion outside school, and are anxious about possible harm
The FINE Project, especially FINE Hiroshima, has SUused by information on the web.
veyed the present conditions of the school education an(fet us see the interviews by FINE Hiroshima. Con-
given us a large amount of research materials. We can 88
some examples of the rules and guidelines of the use\ApEIerl

the net on their web site. . .__may well have his/her own mail accodnHowever, this
We can see that the guidelines are the result of d'SCH?éy cause us problems

sjon among.teachers of each schoql or the local edugaMS_ Mita, a teacher of a elementary school, said that in
tional committees. It seems that their primary CONCEMN iS.|-cs she has the children send and receive e-mails, but

. . . C

how educational institutes may and/or should presentthgrllre always reads their e-mails, since she isn't sure that
labout FINE Project and its direction, see Mizutani Masahiko, “Irchildren always behave well on the helr. Watanabe, a

formation Ethics in the age of Internet”, in Ochi, Mizuntani, Tutiya

(eds.),Information Ethics, Nakanishiya Pub., 2000. See also Ochi Mit- 2The 17th Hiroshima Forum.

sugu, “Education of Information Moral” on teaching information ethics. 3The 15th Hiroshima Forum, inteviewed by Uemura Takashi.

1 Privacy in educational institutions

ing students’ e-mail, Prof. Koshigiri insisted that if
introduce the net to our school at all, every student




teacher of secondary school, said that an increasing nigh- Surveillance and its utility

ber of students fails to acquire the ability to fully under-

stand others’ feelings, and unless he repeatedly directsTeachers feel anxious about letting students use the net,
students to put themselves in the other’s place, they arelagtause, as we have seen, “it may be too late” when a
to ignore their care for their feelings. trouble with outsiders have occurred. In a mailing list on

computer education, a teacher wrote that , from an edu-
Web pages have also been trouble for teachers. Mostgfional view point, we need a mail system that automat-

the teachers interviewed are aware of the need to profggfly monitors incoming/outgoing mail and reject any if
their students from harmful information on the web, eSpgey are not appropriate for children, or warn teachers to
cially sexually explicit materials and abusive speech aﬁ%pect them. In fact, several mail systems are on the mar-

behavior on the web. They are planning use or alreaghy; in Japan , that automatically reject the mails that con-
have been using some filtering softwares. tain some particular words.

Moreover web bulletin board systems (web BBS) have Of course to prevent troublg with outsiders, which may
caused a lot of trouble for teachers. Since the BBS h§ caused by students’ e-mails or web surfing, are not the
Japan generally have no access control, practically QY Penefit of such a monitoring. For example, a group
eryone reads and writes on the BBS. Bad behavior B} Prof. Yoda of Tokyo Kasei Gakuin have made a soft-
the BBS may seems somewhat interesting and “cool” {{t€ that backups group learning in elementary school,
some students. Even if BBS administrators restrict 40t monitors the number and the destination of e-mail

cess by using IP addresses and “web cookies”, we (%pt and received and the number of articles written and
write on them practically anonymously with some pu69ad by each student. He says this monitoring is important

lic anonymous proxy server and web cookies off. vAnd useful for a teacher to grasp his/her students’ unique

Morioka reported and discussed this annoying mattefind diverse activity in a classroom. In addition, this soft-
Mr. Nagao, who is a teacher of a technical college, r¥8® protects students from criminal or malicious e-mails

ported some cases of his students’ intruding web BB§M outsiders. o _

and harassment by e-mail with the open terminals in hisAS iS t00 obvious for us, an administrator with moder-
school and pointed out the general shortage of manpo@lf experience can do 'Fhe same thing without such exist-
to administrate networks in middle-scale schools and cBl9 Software. Infact | think it may be too easy.

legeS. Mr. Tatsumi reported that in a system he had The operation systems like Microsoft Windows and
administered in an university , they technically prohiblflacintosh, which are very popular in educational insti-
the use of anonymous proxy servers and anonymous ttes, are designed for personal use (it's called “PC™).
mailers to prevent students’ abuse, and this prohibiti¥¥hen we share one machine with others, various infor-
itself had caused conflicts between the administrators dRation, i.e. documents we make, received mails, web

the students. The teachers are aware of the need to H&®kies and cache files for web browsers can be read by
guidelines and measures for such troufles anyone who uses it. Experienced teachers (and students)

can easily see how the machine has been used.

On the other hand, some teachers feel that if we re-sMany schools of middle or large scale use some file
strict the Internet usage of students too strictly, it may réharing systems to give the same and unique operating
tard their effective use and satisfactory understandingegfvironment to every terminal. In this case, administra-
the net, and checking and monitoring students’ e-mail afifis know who uses what computer. If access permission
their habits of web surfing may infringe their privacy.  flags of user files are not set appropriately, everyone can

read and modify his/her files.
In UNIX systems, which are generally used for malil
servers, mails are stored in a directory and the transaction

4The 13th Chiba Forum data are stored in log files. Administrators can monitor
5The 7th Hiroshima Forum.
6The 8th Hiroshima Forum. “See http://www.kasei.ac.jp/eco/



and read them when he feel it is needed. “Sendmail’, t8e  Theimportance of privacy

most popular mail transfer software, can easily expand

to sort out the mails which contain some given wordblow we are at the point of looking at why privacy is im-
Web proxy servers like “squid”, which serves to lessgyortant. The theoretical points of privacy have been inces-
the amount of net traffic, also record its traffic. Then, fgantly researched and discussed in the FINE project (esp.
can know who sent and received who’s mail, who browsasthe Kyoto and Chiba forum®) Let me summarize the
what pages on the net. There are many free softwarenain arguments for privacy.

get statistical data from various log files. Undoubtedly First, privacy is important because it is required in so-
some schools will be going to introduce some filteringial competition with others. If my idea or strategy is
softwares before long. known to others, | will be put in a disadvantageous po-

. S - ition. Next, if my personal information, e.g. medical
| think some may think it is very useful in |tsglf and'rsecords is known to others, my life may get harder. If |

some feel it is tempting to use these data to IMPIOY&, known to be an alcoholic, it may get harder for me
school education. For example, we can know how a s{ '

dent has made proaress from his/her document t"get a stable job, or, if | know it will be known to oth-
as made progress fro s/her documents. ers, | will hesitate to go to a hospital, and consequently,

In addition, from my experience as a teacher in univdrcan't get cured by appropriate treatment. Since our so-
sities, in the collage level, e-mails and net surfing (inclugéety has various prejudices, we may have something we
using BBS) are already a main communication chanrén’t want to be known to others. My birthplace should
for students, as well as personal mobile phones. Studdiisirrelevant to my employment or promotion, but if it
as well as we teachers are very fond of communicatiéhknown, some people discriminate against me. Or, it is
with their friends or even strangers. Any computer terniimply embarrassing that one’s inner ideas, fancies and
nal can be used for their personal communication.  desires be known. Although | know almost everyone has

his/her own sexual desires and know there is no need to

Then, from some logs processed statistically, netwaleie them, it is embarrassing to have others know what
administrators can guess their students’ complex assogigyal fancy | have now (except my very intimate friends,
tion with their friends, or their concerns and interests tgrohaply). Again, privacy is important because if my per-
ward the world, which can not be seen from a teacheggna| information is known, I will become more vulner-
view so faf. In Japan, after some major cases of juvenilgie 1o attacks from malicious people or criminals. In
offenders and bad behaver of the youth (including somggort, privacy is important for security. James Mdor
cases which took advantage of the net), we now are wegkis us that we have shared “core values” in our society,
dering that there be requirements that teachers to conffg}; is, life, happiness, freedom, knowledge, ability, re-
their students strictly. Some of us think that teachers dgrces, and security. Privacy is not a core value itself,

schools are in charge of take care of the personal life|ft an expression of a value, namely, security. We are
their unstable youth, and no doubt this possibility of moRmeasy and can't feel secure without privacy.

itoring our students may seem very tempting. Maybe thetpege jines of argument are well known to and agreed
more eamest a teacher is, the more tempting it Séems \ytn by many scholars and writers in Japan. In addition,

Should we realize these possibilities? How and und¥f can recall and add a few more that are apt to be ignored
what conditions? in the discussions in Japan. Jeffrey Reiffgointed out

10The materials for researchers are collected and printéofonma-
tion Ethics Reseach Materials I, 1999, FINE Project an¢hformation
Ethics Reseach Materials 11, 2000, FINE Project. HenceforfiNE Ma-
8For the discussion of collected personal data, see Deborah Johntigls | and ||
Computer Ethics, Prentice-Hall, 1994 11James Moore, “Toward a theory of privacy in the Information Age”
9In fact, | have once discussed with my colleague about the possi-J. van den Hoven (ed.Computer Ethics: Philosophical Enquiry,
bility to use the system to sort the students out who cut their class Idngpartment of Philosophy, Erasmus University, 1997. See also a review
time. If a student didn't log-in for long time, or her mail spool is full ofby Kodama Satoshi in FINE Materials II.
unread mails, we can find that she is long absent from our school. 12)effrey H. Reiman, “Privacy, Intimacy, and Personhood” in Ferdi-




that we need privacy for our freedom. If my personal iractual excise of our ability to choose, and therefore per-
formation and my inner ideas are known, | am apt to ls®nal freedom should be fully protect€d We can’t deny
controlled by some authority. And if we are aware of beéhe importance of letting the youth to have some kinds of
ing watched by others, we can’t plan and conduct ounner secrets, exclusive personal relationships, free trials
selves as we wish, even if what | want to do has nothiagd errors.
to do with others. Privacy is needed for our autonomy andBut, although privacy is very important in such vari-
freedom, which make up a central part of our personalidyis ways, we should admit that itrist absolutely impor-
and individuality. tant, or the right to privacy is not an absolute right. As
Charles Frietf and James Rachéfspointed that pri- Mr Tetsuji Iseda suggest&tthe value of privacy is to be
vacy is important for our relationship with others. Friedalanced with other conflicting values, rights, and obliga-
said that we need intimate relationships like friendshipns. Then, what balance should be sought? What values
and love, and such relations again need exclusive & conflict with students’ privacy?
change of personal information, inner ideas and feelings.
If information about me is equally known to everyone, a
special intimate relationship among a few people can'tde  How should wetreat the probl em?
held. Rachels added to this pointing that in our society we
need to take different attitudes toward different peoplehese years, the problem of workplace surveillance is
and this can't be done without privacy. Ruth GaviSonwell analyzed and discussed by philosophers in western
and Thomas Nag¥l pointed that we have more or lesgountries.
the ideas that can't be accepted by others, and we need §ome organization and their defenders insists, for ex-
buffer zone to avoid conflict with othets ample, that employers own their computers and networks,
Now you have already understood the importance lgénce they have the rights to inspect their employees’ e-
privacy in education. Pupils and students are now in @il and/or to monitor their habits of web surfing. It
way to develop their personality and individuality, and aerves to exclude their personal use of the equipments and
learning and seeking to find who they themselves are agdind lazy employee, etc., and in consequence it leads
who they should keep company with. Already in the mig more efficient and profitable business, which then will
19th century, Danish philosopher Sgren Kierkegaard su@ver the cost and benefit all consumers. Moreover, since
gested to us the significance of having an inner secret gforganization is sometimes taken to have an obligation
“‘inwardness” to our existence. Those who have no inngr see that its employees do not harass their colleagues
secret are only in a “immediate” state of existence, agfl abuse the net, therefore an organization not only has
have no idea who they really afe English philosopher the right to, but also the duty to survey their employees
John Stuart Mill told us that our ability to choose (whiclehavior on the net.
is essential for us to be happy) is only developed by ourpmany philosophers insist that such workplace surveil-
nand Schoeman (ecBhilosophical Dimensions of Privacy, Cambridge lance is Foo intrusive and harmful. We humans sometlmes
University Press, 1984. make mistakes, get bored, frustrated, lose concentration.
13privacy” in Philosophical Dimensions of Privacy. Monitoring their behavior surely will increase stress and
14James Rachels, “Why Privacy is important” ffilosophical Di- lower morale of emp]oyees_ Weckert and Ade?ﬁaayS,
mensions of Privacy. See a review by Matsunaga Kiyofumi in FINE“it is certainly not showing them any respect as persons.”

Materials | . . L .
154privacy and the limits of law” irPhilosophical Dimensionsof Pri-  Richard Spinelld® suggested that e-mail inspection surely
vacy.See also a review by Okuda Taro in FINE Materials 2000 will be too harmful, because many interactions in the
16Thomas Nagel, “Concealment and Exposure”Philosophy and
Public Affairs, 1998 19gee J. S. MillOn Liberty, esp. Chap. 3

17FINE Materials | & Il contains many other papers and reviews nec- 2°See Iseda Tetsuji's “Information Ethics and its Methodology”in the
essary for discussions on this topic. See the papers by K. Tagaya,Rvhceedings for FINE99
Okuno, and the reviews of the papers by H. Tabani, H. Nissenbaum, #*John Weckert and Douglas Adene@pmputer and Information
van den Hoven, and A. Miller. Ethics, Greenwood Press, 1997

185ee S. Kierkegaardjckness unto Death 22Richard SpinelloCyberethics, Jones and Bartlett Pub., 2000



workplace intersperse business and personal informatitmnow has been led by professionals and administrators
Employees have need to conduct some personal businkemselves. Since in most educational institutes, there
affairs from their office. So if an employer checks hikas surely been a digital divide, and schools of small or
employees’ e-mail, he intrudes the employee’s private afiedium scale don’t have much manpower, therefore those
fairs, which are none of his business. who know the net well inevitably have to administer the

Can we apply their arguments against workplasgstem. Such high-tech people have some clear idea how
surveillance to school surveillance? Yes, but partiallshey protect their own privacy. We all have a tendency to
The immediate aims of workplace surveillance are chietigke matters serious when our security are at stake, and
(1) to have more efficient business, and (2) to prevent etake them light when we have little to do with them. So
ployees’ abuse of the net. But, (let us reread (1) as “mawve should carefully reconsider the guidelines and educa-
efficient education”) surveillance in school will have ational curriculum from a general users’ view point. It may
additional and seemingly more important purpose, thatiis¢clude to think about whether we should teach students
(3)to protect the youth from harmful information. It igo use the encryption method to protect their privacy.
very natural to think the more vulnerable students are, theThirdly, the administrative policy should be open to ev-
more serious it is to protect them. Moreover, if our digryone. How they monitor the system, how they treat and
cussion on the importance of privacy does not miss theocess the logs should be known to everyone who use
point, we can safely say that younger students’ privacytie system. Moreover, since one source of importance of
not as important as older students, although it surely ggeivacy is secure feeling, as Moor pointed out, we should
too far to say that the third grade student needs no pnsure them not only by professional ethié®f the ad-
vacy. | think some may well say that we can reconsiderrifinistrators, but also by making appropriate institutional
junior students really need to communicate privately witeforms (e.g. separation of teaching staff and network ad-
outsiders at all at the risk of being exposed to harmful iministrators, or reviewing by peers) esp. in higher educa-
formation. tion.

Then, what can we say? | think there are a few pointsl think we need more detailed discussions, and hope the
that are clear. Firstly, computers and the net should be FINE Project, which mainly consists of the philosophers
troduced to schools with much care and appropriate cand common users of the net, will successfully contribute
riculums about network privacy. Architecture of compute them.?425,
ers and networks, and the impact of using them on our
privacy, are hard to understand, especially when users are
young. In fact, in modern network systems, to know how
secure my files and mails are requires not only the knowl-
edge of the electric architecture of the system, but also
the knowledge of human resources and systems of the or-
ganization, that is, who administers the system, how the
disks are shared, who can read the logs, who can read
my files, when backup copies of the files are, what ma-
chines my mail goes through, etc. | am not sure all of you
have a clear idea about such things. It seems to me that
it is surely undesirable and may be ethically unfair that
SftUdentS make us.e of the net without _certam clear ConceFﬁabout professional ethics, see Tutiya Syun “Professional Ethics of
tions of the security of the net, especially when they haygormation Practitioner, information Ethics
reached the age of needing privacy. 240n related problems in management of the system, see also Na-

Secondly, in Japan, the problem of students’ privacy g,qsak_i Kensuke’s_“EthicaI froblems_ ir_1 network management” in FI_NE
education is less discussed than that of the outflow of s} E:?rrrlgtlisolr{ gph? C/;\'hara Reiji's “The limits of Network Management” in
dent’s personal information to the outside. | guess it Mays| am grateful to my colleague Prof. Yokota Shunji and my friends
be partly because the discussion and policy-making ug-their kindness to correct this paper.




